Everyday Digital Life
1. Your Smart TV Knows More Than You Think
2. What Your Car Says About You (Digitally)
3. How Your Coffee Machine Could Be Spying on You
4. The Danger in Your Pocket: How Phones Leak Your Life
5. Why “Always Connected” Means Always Vulnerable
6. IsYourTo-Do List Selling You Out?
7. What Google Maps Knows About Your Life
8. When Bluetooth Becomes a Backdoor
9. That Free Wi-Fi Could Cost You Everything

10. Why You Should Log Out More Often

Human Behaviour & Social Engineering
11. How Oversharing Makes You a Target
12. The Silent Observer: Who’s Lurking on Your Posts?
13.The Creepy Side of “Check-Ins”
14. What Your Emojis Might Reveal to a Hacker
15. Stop Giving Away Your Kids’ Birthdays
16. How Strangers Use Your Online Routine Against You
17.The Danger of Your Public Spotify Playlists
18. The Real Reason Hackers Love Facebook Groups
19. What Happens When You Say “Yes” to Everything

20. How Strangers Build a Digital Profile of You

Surveillance & Privacy
21.Who’s Watching You Through Your Devices
22.Your Webcam: Window or Weapon?

23. Do Smart Assistants Really Stop Listening?



24.The Phone Is Off - But You’re Still Being Tracked

25. What Ad Trackers Know About Your Family

26. Your Digital Shadow Is Bigger Than You Think

27.That Microphone Permission You Forgot About
28.Your Doorbell Camera Is Part of a Bigger Network

29. What Happens to Your Data After You Sell Your Laptop

30. Can Strangers Tap Into Your Smart Home?

Physical World Meets Digital Risk
31.That Phone Unlock in Public Could Be All They Need
32.Why You Should Never Leave Tech Visible in Your Car
33. How Thieves Use Charging Stations to Steal Data
34. Do You Really Know What’s on That USB?
35. Hotel Wi-Fi: A Hacker’s Playground
36. That Innocent QR Code Might Not Be
37.Why You Should Treat Your Smartwatch Like a Credit Card
38. How Your Fitness Tracker Could Betray You
39. Shoulder Surfing: Still a Thing (and Getting Worse)

40. The Price of Letting Strangers “Borrow” Your Charger

Family & Home Life
41. How to Keep Your Kids Safe Online Without Spying
42.When Smart Toys Start Talking to Strangers
43.The Dangers of Digital Baby Monitors
44. Why Your Teen’s TikTok Could Be a Security Risk
45. What Your Home Network Tells a Hacker
46. Should You Trust the “Parent Mode” on Devices?

47.Keeping Devices Safe at Sleepovers and Playdates



48. How to Teach Cyber Safety Without Fear
49. What Kids Post Today Could Be Used Tomorrow

50. Are Your Smart Plugs Spying?

Unusual Angles & Eye-Openers
51. Why Hackers Love Online Games (And Not to Play)
52.That Loyalty Card Is More Dangerous Than You Think
53. Digital Clutter Is a Security Risk
54.What Hackers Learn from Your LinkedIn
55. Are You Really Off the Grid When You’re Offline?
56. What Your IP Address Can Reveal to a Stranger
57.How Hackers Use Digital Calendars
58. Why Deleted Doesn't Mean Gone
59. What Happens When Your Number Is Spoofed

60. How Fake Job Ads Are Used to Profile You

Workplace & Professional Life
61.The Dangers of Mixing Work and Personal Devices
62. Why You Should Never Click Links in LinkedIn Messages
63. What Zoom Calls Reveal Without You Knowing
64. That Virtual Background Might Not Be So Virtual
65. How Business Cards Can Be Used Against You
66. The New Risks of BYOD Culture
67.What Sharing a Screen Really Shares
68. Oversharing on Slack and Teams: A Hidden Risk
69. When Your Out of Office Message Invites Trouble

70. What You Reveal in Your Email Signature



Apps, Devices & Everyday Tech
71.The Real Cost of Free Mobile Apps
72.How Apps Track You Without Permissions
73. Are Your Photos Geotagged Without You Knowing?
74.That Flashlight App Isn’t Just a Flashlight
75. How Keyboard Apps Record Everything You Type
76. What Happens When You “Connect with Facebook”
77.The Danger of Auto-Sync Everything
78. How Old Devices Leak Data Even After Reset
79. What Your Smartwatch Knows That You Don’t

80. Hidden Trackers Inside Your PDF Reader

Mistakes You Don’t Know You’re Making
81. Why Reposting Memes Could Be Risky
82.The Hidden Risks in Digital Receipts
83. Copy-Pasting Sensitive Info? Think Again
84. Leaving Tabs Open = Leaving Doors Open
85. Why Closing an App Isn’t Always Closing It
86. “Do Not Disturb” Isn’t Security
87. Logging in With Google: Convenience vs Control
88. Voice Search: Who's Really Listening?
89. Ignoring Software Licenses Could Expose You

90. That “Temporary” Account Could Haunt You

Mindset & Awareness
91. Why “I’ve Got Nothing to Hide” Is a Trap
92.Think Like an Attacker: How to Spot Your Weak Spots

93. What Would a Hacker Learn from Your Trash?



94. Your Habits Are the Weakest Link

95. Privacy Isn’t Just for Paranoids

96. Are You Sharing or Being Farmed for Data?
97.Why Trusting Tech Is Too Easy

98. How to Develop a Hacker-Proof Mindset
99. Is Convenience Killing Your Privacy?

100. Becoming Unpredictable: A Modern Security Skill



